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How can the GUARDIAN increase the safety 
and security of police operations?
Lorris Follonier
Director of Operations | GUARDIAN – Secure Mobile Platform
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Why data security matters

1. Introduction

Cyber threats
& phishing attacks Data sovereignty

Location tracking 
risks

Unsecured
File sharing

Device theft
& data loss

Fraud Prevention
& ID Verification



PRIORITY
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Do you really know what you’re using today? The observation

2. Current situation

Emotional 
attachment

Convenience

Privacy
Verified

App Store
Closed

Environment

Security Sovereignty
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GUARDIAN - Secure Mobile Platform (Environment)
3. Our solution

/ Secure OS / App Store / Services
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GUARDIAN - Secure Operating system (OS)
3. Our solution

Minimal attack surface 
and built-in privacy

Secure boot Access control Encryption

Data isolation No Google And more >
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GUARDIAN – Application Store
3. Our solution

Exchange and navigate 
in total confidentiality

� Flexibility & transparency

� Packed for productivity

� Secure & controlled access to private apps

� Tailored to business
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GUARDIAN – Desktop experience
3. Our solution

Use as a computer



Why you should chose Guardian?

3. Our solution

VALUES

MISSION

VISION

OUR VISION

By consistently innovating and refining 
our secure mobile platform, we aim 
to provide the most trustworthy and 
effective mobile communication 
tools, ensuring that they can fulfil their 
missions with utmost confidentiality 
and reliability.

OUR MISSION

Provide the most secure, robust, and 
easy to use secure mobiles with an 
exclusive platform that combines 
maximum privacy, data security, and 
user friendliness to protect our 
clients’ most sensitive information.

OUR VALUES

We put our customers first, constantly 
striving to improve and innovate. 
Security is our top priority, ensuring 
trust and reliability. With a commitment 
to excellence, we deliver the highest 
standards in everything we do.
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Can one device tackle all problems?

4. Key benefits

Secure Home-build OS 
& Own App Store

Secure 
communication 
& File Sharing

Containerization 
(Sandboxing)

Secure & scalable 
services + fleet 
management

Data Sovereignty
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5. Where fiction meets reality
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Image credit: Netflix, Narcos Series Image credit: RTS, 24.01.2025



How can we increase the safety and security of your data?

5.1 Use Case 1

FILE SHARING

Problem: Paper, unsecured chats or emails, public cloud storage and 
others can expose your data.

Solution: A secure mobile environment enables you to access, verify 
and issue digital documents securely within minutes. 

Impact: Faster law enforcement actions with legal integrity. 
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Image credit: The Guardian (Newspaper)



How can we increase the safety and security of your data?
5.2 Use Case 2

DATA LEAKAGE

Problem: Eavesdropping, charging phones on corrupted USB ports, 
connecting to unsecure Wi-Fi and 5G antennas, AirDrop or Bluetooth 
vulnerabilities, etc.

Solution: With Guardian and HDM, you can disable microphone, Wi-Fi, 
USB, and other subsystems directly at the hypervisor level, making them 
completely inaccessible even in the case of a compromised OS.

Impact: Eliminates data leaks, prevents external threats, and ensures 
operational confidentiality.
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Image credit: The Brussels Times



How can we increase the safety and security of your data?
5.3 Use Case 3

TRIANGULATION

Problem: Law enforcement agencies face a critical cybersecurity 
challenge: preventing the unauthorized localization of officers during 
operations. Google services, mobile network triangulation, and spyware 
expose their real-time positions.

Solution: Replace opaque services with open source solutions and 
review their code to ensure that they don’t connect to any third party. 
Guardian also follows a whitelist approach, where only a subset of verified 
applications can access location.

Impact: Maintain security of law enforcement agencies and privacy
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Image credit: Article E. Kaspersky



What’s in the pipeline for the next developments?

6. Future capabilities
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Apply Policy

Tablet

Lapdock

Tactical

Sensor Management



7. Conclusion
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This has to stop!

Key takeaways

� There are numerous security problems

� RUAG elevates the level of security with GUARDIAN

� Privacy is also a topic for work

� Fiction meets reality

� Uses cases for police forces

� LET’S STOP THIS SERIES OF ARTICLES!
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Visit us at our booth to lean more about the 
GUARDIAN and schedule a meeting with 
our experts

Thank you very much.


