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Sécurisation des evenements majeurs —
quand le numérique rencontre le
physique
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Y OFCS Cyber Event Defence
Concept de base

Cyber Risk Analysis Attack Surface Reduction Operation

Awareness and Consulting Cyber Situation Network Retrospective
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Y OFCS Cyber Event Defence
Cyber Risk Analysis
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Y OFCS Cyber Event Defence
Sensibilisation et consell
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Y OFCS Cyber Event Defence
Reéduction de |la surface d’attaque
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Y OFCS Cyber Event Defence
Réseau de situation Cyber
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Y BACS Cyber Event Defence
Operation
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Y BACS Cyber Event Defence
Retrospective
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Y Main Venue
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Y Public Viewing
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Eurovision Village

EuR@sion

FBU EEm BASEL
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Y Cyber Risk Analysis
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Y Cyber Task Force

Host

Broadcas
ter
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Y Cyber Task Force

Communication

Cyber Security Hub
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EXTERN
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Y CWG Platforms

Channels

- Cyber Working Group (8 Members)

- Cyber Incidents (17 Members)

- Cybersec Teams (29 Members)

-Threat Intelligence Sharing (89 Members)

Incident Management Plattform
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Communication / Media

Kommunikation /

, ) i i Medienstellen
Réseau interorganisationnel

Communication proactive

Coordiation de la communication de crise
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Incidents
Thursday, 8 May

130Gbit/s, 14 Mio pps

Neueste

Mr Hamza

Precise cyber attacks were carried out against
the Swiss state, as part of the ongoing
escalation.

The Swiss Ministry of Defense

The Swiss Army

The Federal Office for Population Protection
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Y Incidents
Thursday, 15 May

(5 JuanOlaSand | | el 4= == |

Attack the Eurovision Song Contest televoting
system, so Israel gets eliminated at semis and we avoid the artwashing
of their genocide.
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Y Incidents
Friday, 16 May

é bluedeepsea == (g -

= 4

WE NEED FIGHT BACK!!!! Hackers where are you! Do something! Put the
photo of dead kid or this whore in IOF uniform next to that kid! They are

supporting nazi and apartheid!

é bluedeepsea ==
K] vﬂ )€

Bring banners, bring Palestinian flags! Shout louder: Free Palestine! Be
freaking RADICAL! That’s NOT anymore song contest. EBU lied! Zionist
slaves. Again fake applause! Don’t you get it: israHell will again steal
votes! Stop genocide!
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Incidents
Friday, 16 May

May 16

Host

www.bis.org

WWW.Mmini-cab.ch

www.bvb.ch

C}z?e) DDosia Targets Mo... BT 12
New Swiss Targets B from DDosia Config:

IP

185.58.128.7

193.108.137.49

194.56.210.123

Host
www.bis.org
www.mini-cab.ch

www.bvb.ch

www.blt.ch

eurovision-basel.ch

www.33ertaxi.ch

login.scl.swisscom.ch

www.taxi-zentrale.ch

WWw.swisscom.ch
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IP

185.58.128.7

193.108.137.49

194.56.210.123

94.230.213.53

84.17.46.54

193.108.137.49

195.186.211.241

193.108.137.49

195.186.208.154

NNMO57(16) En version )

‘ " !‘.d Gateway
. —

"Saw" the best song at the Eurovision Service festival and put
several sites'

x Herblng Basel
heck-host.net/check-report/263cca94ke6b

x Authorization on the Prepaid Flat 7 portal (dead by ping)
check-host.net/check-report/263d008ek72

x Taxi cnty Basel 33r Taxi AG (dead in plng)
check-host.net/check-report/263d012akb92

Subscribe




¢ GovCERT.ch Cyber Threat Intelligence

In this directory we post technical cyber threat Intelligence and provide it as is under TLP:CLEAR.

¢ B Table of Contents

: Contains top CIDRs (/24) involved in bruteforce attacks against 0365 and edge
devices (such as SSL-VPNs). You may not expect any legitimate traffic from these sources towards any internal
ressources.

: This list contains the same data as but just
the CIDRs (no additional information such as ASN on geo location). You may want to use this list in an
automated manner for mitigating bruteforce attacks against 0365 and edge devices (such as SSL-VPns).

i it : Contains top CIDRs (/24) that participated in DDoS attacks
in the week of 2025-01-20 (week #4) against Swiss targets. These attacks were allegedly conducted by hacktivist
group NoName057(16), using L7 attacks (HTTP/s GET flood). GovCERT.ch has contacted the abuse desks of the
relevant network owners (AS) and asked them to take the appropriate actions to prevent further abuse of their
service.

| i : This list contains the same data as H
4 but just the CIDRs (no additional information such as ASN on geo location). You
may want to use this list in an automated manner for temporarily blocking and mitigating NoName057(16) L7

DDoS attacks. Please consider that blocking CIDRs will probably cause false positives. We therefore recommend
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Incidents
Saturday, 17 May

m Mario (\&) (4

can you hack the Eurovision screens to show images of
Gaza during Israel's performance or something tonight? Ty

18
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Y Incidents
Saturday, 17 May = o

Action Host Country Source ASN Source IP Path

Total ® Managed Challenge ® Block

3.08M 3.04M 39.94k

1.6M
1.4M

1.2M

800k

600k

Number of Events

400k

200k

o —  f —
01:00 01:01 01:02 01:03 01:04 01:05 01:06 01:07 01:08 01:09 01:10 01:1 01:12 01:13 0114 01:15

Time (local)
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guro@ision ... en tant que partenaire de la SSR:
ELCASecurity paint dec| vuepde I'industrie

222222222

Objectifs de la SSR:

- Un concours européen de la chanson pour tous, c'est aussi la sécurité pour tous

- La cybersécurité est essentielle tant pour la direction que pour les participants et le public.

- La protection des systémes, des données et des personnes est au cceur d'une ESC sire et inclusive. C'est
pourguoi un partenariat solide en matiére de sécurité était indispensable.

Pourquoi Cybersécurité? - Faits / Notre Mission:

Historique: Protege I'ESC d‘un point de vue cybersécurité,
- 2019 Tel Aviv — KAN Diffusion en ligne incluant:

basculée sur les messages des militants - les gens

- 2021 Rotterdam — Streaming server hackeés - 'événement

- 2024 Malmo — Streaming- et Webserver - la réputation de la Suisse

détruits par une cyberattaque (DDo0S)

ELCASecu rlty © Copyright 2026



Alliance perfide entre les acteurs
etatiques et la cybercriminalité

OPPORTUNIST \C__
CYBERCRIME  © multiplicateur

/
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Complexite et responsabilite distribuée

COLLABORATEURS

"

9

.........

l L -
henmne

° o




Approche globale

INTELLIGENG: &L -AREN
SDGTECHON SN otreoroiol
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RESILIENCE HYBRIDE ) ALLIANCES ET COLLABORATION
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Facteur clé de succes: ESC2025 SANCTUARY

%Senthorus
24/7 SOC

T THE ONION PRINCIPLE
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FOCcus ON/CRIFICALIASSETS

St Jakob Stadium

SIMPLE-SETUP W
ESC Staff

MELCASecurity P§senthorus
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Highlights und chiffres cles

71 risques identifiés = 7 catégories

EVENT DISRUPTION

Training: 4 exercices Tabletop cybersec
(GEQPOLITICAL

Rythme: 6 mois =2 Live

REPUTATION

PHYSICAL

20+ fournisseurs évalués

50+ rapports Threat Intelligence & SM

x

REGULATORY

FINANCIAL

30+ «assets discoveries» journaliers

Takedowns en temps réel pendant 2 sem.

Digital Sweeps




Timeline

Security Questionnaire Technical Questionnaire Onsite Collaboration Internet Disconnect Daily Security Reviews Decommissioning
Security Clauses Concepts Review Concept Tuning Digital Sweep Cyber Working Group Reporting & Debriefing

Incident Management Security Tests & Fixes Incident Response Exercise 24x7 monitoring

Incident Response Plan Vulnerability scans Processes Review Threat Intelligence update

Disaster Recovery Plan 247 monitoring Threat Intelligence

24x7 monitoring
Selection Concept. & Setup
Preparation

Security Event Decommis
Checks Week sioning

weeky  Daily T

PE LCASGCU rlty © Copyright 2026

AN ELCA COMPANY



k=l ai iRSinIng
Videostream non autorisé sur SM =

Campagnes de phishing et fraude
Campagnes de désinformation

Chantages et menace a la bombe

Appels a I'action d’activistes




Prise de conscience

CIBLES COMPLEXES

il |
CCEUR DEMOCRATIQUE
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ANTICIPATION - CHAINE SECURITAIRE ™ COLLABORATION
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Y THE WINNERIS...
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